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ABSTRACT  

Security flaws in software applications today has been attributed mostly to design flaws. With limited budget and 

time to release software into the market, many developers often consider security as an afterthought. Previous 

research shows that integrating security into software applications at a later stage of software development lifecycle 

(SDLC) has been found to be more costly than when it is integrated during the early stages. To assist in the 

integration of security early in the SDLC stages, a new approach for assessing security during the design phase by 

machine learning classifiers are investigated in this paper. Our findings show that training a machine learning 

classifier to identify attack patterns, possible attacks can be identified from design scenarios presented to it. The 

result of utilized machine learning classifiers are measured using Mean Squared Error and is shown in the paper. 

 

 

1. INTRODUCTION 

A Software Development Lifecycle (SDLC) is a framework for the process of building an application from 

inception to decommission [1]. Over the years SDLC models have emerged from waterfall and iterative to, 

more recently agile, and CI/ CD, which increases the speed and frequency of deployment [2]. The main 

objective of SDLC is to create a top gash software that satisfies the customer requirement. In general, SDLC 

includes the following phases Planning and requirement, Architecture and design, Test Planning, Coding, 

Testing and results, Release and Maintenance. The system development ought to be finished in the pre-

planned time schedule and budget. 
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Figure 1. Software Development Lifecycle process termed as DevOps 

For the process of creating, releasing and maintaining functional software, mostly all the 

organizations have well established structure to deploy the process. However, when it comes to 

securing that software, most of the development teams still perceive security as interference [3]. 

As most of the software applications are mission critical, there must be more attention towards 

ensuring the security of the data and other resources. While testing for security mostly, the code 

and functional units throws up hurdles and forces the programmer to do rework and suspends the 

customer in getting a new features to the product [4]. In earlier days, the developers usually 

perform the security-related activities only at the testing phase i.e. at the end of SDLC process. As 

a result of this, the developers wouldn’t find bugs, flaws and other vulnerabilities until they are 

expensive, time-consuming process or if it was returned by the customer for feasibility [5].  

The insecure software may put the businesses at their own and increasing risk. Moreover, the 

attackers/ hackers take this opportunity of the security bugs and flaws in them to swell multiple 

attacks when they were deployed [6]. Advanced software features aren’t going to protect the clients 

from exploitable vulnerability. Rather, the development team should concentrate more on 

delivering secured and high quality products to the market. The customer requires only better 

software with high secure quality features rather than faster and cheaper software products.  

 To address this problem of integrating security with SDLC process, software security 

emerged during the last decade. This approach considers security as an emergent property of the 

software and dedicates towards availing secured features all through SDLC process. The security 

assurance/integration activities involves architecture analysis during design, code review during 

coding and building, penetration testing before release i.e. during testing and deployment. Figure 

2 shows the preliminary research model of Software development life cycle. The primary 

advantages of secure SDLC approach are 

1. Software is more secure, as security is a continuous and major concern  

2. Stakeholders are aware of security considerations 

3. Developer can detect design flaws early, before they’re coded into existence.  

4. Reduces the development costs 

5. Reduces overall intrinsic business risks of the software organization  
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Figure 2. Preliminary research model of SDLC, Software development life cycle 

Recently, various approaches and tools have been proposed to integrate security features during the phases 

of SDLC. However, software design security tools and techniques for automated security analysis at design 

phase is emerging and there is no certain security tools that best analysis the software defects. This has 

attracted more researchers towards producing automated security assessment techniques during design 

phase of SDLC. Machine learning is a class of Artificial Intelligence that mimics the human behavior and 

has wide range of applications such as medical image processing, robotics etc. Machine learning has been 

one of the promising technology that can be involved during software implementation and testing phase of 

SDLC for the detection of software defects. This approach may intensify the reliability and consistency of 

software. Thus, this paper proposes the automated security assessment using various machine learning 

classifiers at design phase of SDLC.  

The remainder of the paper is organized as follows. Section 2 discusses the various security assessment 

techniques used in software design, Section 3 deals with the proposed assessment techniques using machine 

learning algorithms, Section 4 discusses the experimental result and discussions and Finally Section 5 

concludes the paper.  

 

II. LITERATURE REVIEW  

In order to design software more securely many approaches have  been  adopted  for  assessing  the  security  

in  software designs during the design phase of SDLC. Some of these approaches are discussed below. 

Threat modeling is an important activity carried out at the design phase to describe threats to the software 

application in order to  provide a  more accurate sense of its  security [7]. Threat modeling is a technique 
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that can be used to identify vulnerabilities, threats, attacks and countermeasures which could influence a 

software system [8]. This allows for the anticipation of attacks by understanding how a malicious attacker 

chooses targets, locates entry points and conducts attacks [9]. Threat modeling addresses threats that have 

the ability to cause maximum damage to a software application. 

Architectural risk analysis is also used to identify vulnerabilities and threats at the design phase of SDLC 

which may be malicious or non-malicious in nature due to a software system. It examines the preconditions 

that must be present for the vulnerabilities to be exploited by various threats and assess the states the system 

may enter after a successful attack on the system. One of the advantages of architectural risk analysis is that 

it enables developers to analysis software system from its component level to its environmental level in 

order to evaluate the vulnerabilities, threats and impacts at each level [10]. 

Attack trees is another approach used to characterize system security by modeling the decision making 

process of attackers. In this technique, attack against a system is represented in a tree structure in which the 

root of the tree represents the goal of an attacker. The nodes in the tree represent the different types of 

actions the attacker can take to accomplish his goal on the software system or outside the software system 

which may be in the form of bribe or threat [11-12]. “Attack trees are used for risk analysis, to answer 

questions about the system’s security, to capture security knowledge in a reusable way, and to design, 

implement, and test countermeasures to attacks” [9]. 

Attack nets is a similar approach which include “places” analogous to the nodes in an attack tree to indicate 

the state of an attack. Events required to move from one place to the other are captured in the transitions 

and arcs connecting places and transitions indicate the path an attacker takes. Therefore just as attack trees, 

attack nets also show possible attack scenarios to a software system and they are used for vulnerability 

assessment in software designs [13]. 

Another related approach is the vulnerability tree which is a hierarchy tree constructed based on how one 

vulnerability relates to another and the steps an attacker has to take to reach the top of the tree [12]. 

Vulnerability trees also help in the analysis of different possible attack scenarios that an attacker can 

undertake to exploit a vulnerability. 

Gegick   and   Williams   [11]   also   proposed   a   regular expression-based attack patterns which helps in 

indicating the sequential events that occur during an attack. The attack patterns are based on the software 

components involved in an attack and are used for identifying vulnerabilities in software designs. It 

comprises of attack library of abstraction which can be used by software engineers conducting Security 

Analysis For Existing Threats (SAFE-T) to match their system design. An occurrence of a match indicates 

that the vulnerability may exist in the system being analyzed and therefore helps in integrating effective 

countermeasures before coding starts. Another advantage about this approach is that it can be easily adapted 

by developers who are novices on security. 

Mouratidis and Giorgini [14] also propose a scenario based approach called Security Attack Testing (SAT) 

for testing the security of a software system during design time. To achieve this, two sets of scenarios 

(dependency and security attack) are identified and constructed. Security test cases are then defined from 

the scenarios to test the software design against potential attacks to the software system. 

Essentially SAT is used to identify the goals and intention of possible attackers based on possible attack 

scenarios to the system. Software engineers are able to evaluate their software design when the attack 

scenarios identified are applied to investigate how the system developed will behave when under such 

attacks. From this, software engineers better understand how the system can be attacked and also why an 
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attacker may want  to  attack  the  system.  Armed  with  this  knowledge, necessary  steps  can  be  taken  

to  secure  the  software  with capabilities that will help in mitigating such attacks 

For most of the approaches discussed above, the need to involve security experts is required in order to help 

in identifying the threats to the software technology, review the software for any security issues, investigate 

how easy it is to compromise the  software’s security, analysis the  impact on assets and business goals 

should the security of the software be compromised and recommend mitigating measures to either eliminate 

the risk identified or reduce it to a minimum. The need for security experts arises because there is an existing 

gap between security professionals and software developers. The disconnection   between   this   two   has   

led   to   software development efforts lacking critical understanding of current technical security risks [15]. 

In a different approach, Kim T. et.al [16] introduced the notion  of  dynamic  software  architecture  slicing  

(DSAS) through which software architecture can be analyzed. “A dynamic software architecture slice 

represents the run-time behavior of those parts of the software architecture that are selected according to a 

particular slicing criterion such as a set of resources and events” [16] DSAS is used to decompose software 

architecture based on a slicing criterion. “A slicing criterion  provides  the  basic  information such  as  the  

initial values and conditions for the ADL (Architecture description language) executable, an event to be 

observed, and occurrence counter of the event” [16] While software engineers are able to examine the 

behavior of parts of their software architecture during run time using the DSAS approach, the trade-off is 

that it requires the software to be implemented first. The events examined to compute the architecture slice 

dynamically are generated when the Forward Dynamic Slicer executes the ADL executable. This is a 

drawback because fixing the vulnerability after implementation can be more costly [13]. 

Howe [17] also argues that the industry needs to invest in solutions that apply formal methods in analyzing 

software specification and  design  in  order  to  reduce  the  number  of defects before implementation 

starts.   “Formal methods are mathematically based techniques for the specification development and 

verification of software and hardware systems” [7] Recent advances in formal methods have also made  

verification of  memory  safety  of  concurrent  systems possible [18]. 

As a result, formal methods are being used to detect design errors relating to concurrency [17]. A software 

development process incorporating formal methods into the overall process of early verification and defects 

removal through all SDLC is Correct by Construction (CbyC) [9]. CbyC has proved to be very cost effective 

in developing software because errors are eliminated early during SDLC or not introduced in the first place. 

This subsequently reduces the amount of rework that would be needed later during software development. 

However, many software development organizations have been reluctant in using formal methods because 

they are not used to its rigorous mathematical approach in resolving security issues in software design. 

Model checkers also come with their own modeling language which makes no provision for automatically 

translating informal requirements to this language. Therefore, the translation has to be done manually and 

it may be difficult to check whether the model represent the target system [19] 

 

III. PROPOSED SOFTWARE SECURITY ASSESSMENT  
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In the proposed approach, the software flaws and bugs are analyzed by matching the attack pattern with the 

software flaws in the design phase. This approach uses the benchmark dataset (Williams and Gegick) that 

contains the actors and the software components in each attack that has been used to perform an attack. To 

generate the attack scenarios linking the software components and actors were identified using the online 

vulnerability databases. The data can be collected from online vulnerability databases as like CVE details, 

Security Trackers, Secunia, Security Focus etc.,  

The proposed approach utilizes k-Nearest Neighbor (k-NN), Naïve Bayes (NB), Support Vector Machine 

(SVM) and Decision Tree (DT) algorithms for the detection of software flaws and bugs that uses supervised 

machine learning approach.  

 

3.1 Naive Bayes (NB) 

Naïve Bayes algorithm is a probabilistic model that follows the concept of Bayes conditional probability 

theorem. The algorithm works with an assumption on strong independence assumptions between the 

features. This classifier is highly scalable and requires a number of parameters linear in the number of 

variables in the learning problem. Naïve Bayes classifier has famous applications in the field of text 

analytics, document classification, medical diagnosis etc. 

 

3.2 Support Vector Machine (SVM)  

In machine learning, Support Vector Machines (SVM) also termed Support Vector networks are the 

supervised learning model that analyzes the data used for both classification and regression. This learning 

model creates the boundary termed as hyperplane which separates the n-dimensional space into several 

categories so that the data points are organized into correct category. This algorithm uses various points of 

the given data point that lie on the hyperplane known as the support vectors. SVM has most famous 

application in the domain of image processing and medical diagnosis.  

 

3.3 k- Nearest Neighbor (k-NN) 

In machine learning and pattern recognition, the k-NN algorithm is a non-parametric method used for both 

classification and regression. K-NN is also referred to be instance-based learning or lazy learners. k- Nearest 

Neighbor is a supervised machine learning algorithm trained using labeled training data along with target 

class variable available. More formally the trained model may confidentially predict the output target 

variables for a set of unlabelled observation. k-NN is most widely used machine learning algorithm and it 

is simple and effective for implementation. The classifier calculated the minimum distance using familiar 

distance measures such as Euclidean distance, Manhattan distance or Chebyshev distance to calculate the 

minimum distance between the train and test data in terms of k- nearest neighbors. The most common or 

ranked class among the k- nearest neighbors is assigned as the target class variable for unlabelled test data. 

 

3.4 Decision Tree (DT) 

Decision trees (DT) are non-parametric supervised machine learning approach used for both classification 

and regression. This algorithm breaks down a dataset into smaller and smaller subsets using larger 
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Information Gain (reduces the uncertainty towards final decision) which are fitted in a tree structure. 

Iteratively, this approach breaks the dataset and incrementally develops the growth of the tree with internal 

nodes and leaf node. The final result of classification can be obtained from the leaf node (target class), and 

the internal node provides the complex decision rules to obtain the decisions. The root node of a tree 

corresponds to best predictor node. 

 

4. DATA COLLECTION 

To evaluate the performance of utilized machine learning classifiers, a total of 1896 attack 

scenarios relating to 451 regularly expressed attack patterns by Williams and Gegick’s [11] were 

analyzed.  The dataset consists of 1060 attack scenarios which were unique in terms of their impact, 

mode of attack, software component and actor involved in the attack. Other 385 attack scenarios 

are the repetitions of same type of exploited vulnerability in different applications that have been 

reported in the vulnerability databases. The attacks were analyzed to identify the actors, goals and 

resources under attack during design phase.  

 After the identification, the attack attributes as shown in Table 1 were used to abstract the 

data capturing the attack scenario to train the machine learning classifiers.  

 

Table 1: Abstract of data capturing in the scenario of attack 

Attributes Tags 

The Attacker Captures the attackers capability and examines the access level 

possessed when carrying out the attack  

Source of attack Captures the location of attack during the attack  

Target  of   the   attack 

 

Captures the system component targeted by the user  

Attack vector Captures the software component which has been used by the attacker 

to carry out the attack  

Attack type  Security property of the application being attacked is captured under 

this attribute. This could be confidentiality, integrity or availability. 

Input  Validation Examines the validation of the data passed to the targeted software 

application before the process  

Dependencies Interaction of targeted software application with the users and other 

systems are analyzed  
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Output  encoding  to  external  

applications/services 

Software design scenarios are examined under this attributes to 

identify attacks associated with the flaws due to failure of the targeted 

software applications  

Authentication Checks for the failure of the targeted software application to properly 

handle account credentials safely.  

Access Control Failure in enforcing access control by the targeted software 

applications are examined  

HTTP Security Attack scenarios are examined for security flaws related to HTTP 

requests, headers, responses, cookies, logging and sessions with this 

attribute  

Error handling and logging 

 

Examined for the failure of the targeted application in handling error 

and security flaws of log management  

 

The training data samples consists of 12 input units that corresponds to the values of the attributes 

abstracted from the attack scenarios. For instance, the training data for the attack on webmail (CVE 

2003-1192) was generated by looking at the online vulnerability databases to get it details on the 

attributes as abstracted in Table 1. This corresponds to regularly expressed attack pattern 3. 

Williams and Geigick describe the attack scenario and is represented in Table 2. Using the 

corresponding values for the attributes, the data is encoded as shown in Table 2. Further  stage of 

data processing involves transforming the values of the attributes in Table 2 into ASCII comma 

delimited format before it is used for classification. The data used for classification is derived from 

the attack pattern which has been identified in each of the attack scenarios. Each attack pattern is 

given with a unique ID and is expected to produced as an output for each for the input data samples 

and the output data sample contains output  units corresponding to attack pattern IDs.  

 

Table 2. Sample of pre-processed training data from attack scenario and after encoding 

S. No Attribute Observed data Value 

1 Attacker No Access 0 

2 Source External 1 

3 Target Buffer 9 

4 Attack Vector Long Get Request 39 

5 Attack Type Availability 5 

6 Input Validation Partial Validation 2 

7 Dependencies Authentication & Input Validation 6 

8 Output 

Encoding 

None 0 

9 Authentication None 0 
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10 Access Control URL Access 2 

11 HTTP Security Input Validation 3 

12 Error None 0 

 

5. RESULT AND DISCUSSIONS  

 The proposed approach utilizes the impact of machine learning classifiers to classify the attack 

performed by any hacker/ intruder due to a software defect. To evaluate the performance of utilized 

classifiers 1896 attack scenarios relating to 451 regularly expressed attack patterns by Williams and 

Gegick’s were analyzed. The simulations of classifiers with default parameters were carried out using 

Python. In the proposed approach, Leave-one-out-cross-validation (LOOCV) has been used to estimate the 

defect and to identify the generalization error. In the process of LOOCV, the dataset is partitioned into 𝑘 

subsets where 𝑘 is the number of samples in the dataset. Training is carried out using 𝑘 − 1 subsets and the 

𝑘th is used for prediction. To measure the performance of the classifier, the standardized measures - Mean 

Squared Error (MSE) has been used as given in equation 1. As the process involves Leave-one-out-cross 

validation process, 10% of data will be used for testing and the remaining 90% has been used for training. 

In which, a sample of Actual and expected output predicted by various classifiers are shown in Table 3.  

 

𝑀𝑆𝐸 =
1

 𝑛
∑ (𝑦𝑖 − 𝑦�̃�)

2𝑛
𝑖=1       (1) 

Table 3. Performance analysis of Machine learning classifiers in classifying the attacks during 

design phase  

S.No Attack Pattern Investigated Actual Output 
Predicted Output 

NB SVM k-NN DT 

1 Attack Pattern 1 1.000 0.998 1.020 1.000 0.998 

2 Attack Pattern 2 2.000 1.887 2.013 2.000 1.982 

3 Attack Pattern 3 3.000 2.899 3.421 2.9761 2.891 

4 Attack Pattern 4 4.000 3.902 3.672 3.8905 3.764 

5 Attack Pattern 5 5.000 4.892 4.329 4.9997 4.872 

6 Attack Pattern 6 6.000 5.342 5.872 5.9867 5.893 

7 Attack Pattern 7 7.000 6.452 6.989 7.0000 6.987 

8 Attack Pattern 8 8.000 7.123 7.432 8.0000 7.452 
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9 Attack Pattern 9 9.000 8.973 8.0123 9.0000 8.972 

10 Attack Pattern 10 10.000 9.453 9.0123 9.4676 9.456 

11 Attack Pattern 11 11.000 10.456 10.876 10.998 10.873 

12 Attack Pattern 12 12.000 11.872 11.046 12.000 11.982 

13 Attack Pattern 13 13.000 12.999 12.763 12.9995 12.873 

14 Attack Pattern 14 14.000 13.525 13.652 13.772 13.452 

15 Attack Pattern 15 15.000 14.356 14.212 15.000 14.623 

16 Attack Pattern 16 16.000 15.922 15.872 16.000 15.234 

17 Attack Pattern 17 17.000 16.523 16.231 16.999 15.382 

18 Attack Pattern 18 18.000 17.821 17.982 17.8466 16.423 

19 Attack Pattern 19 19.000 18.990 18.999 19.000 18.423 

20 Attack Pattern 20 20.000 19.012 19.213 19.999 19.342 

21 Attack Pattern 21 21.000 20.039 20.876 21.000 20.732 

22 Attack Pattern 22 22.000 21.872 21.098 22.000 21.992 

23 Attack Pattern 23 23.000 22.764 22.342 22.997 22.892 

24 Attack Pattern 24 24.000 23.345 23.314 23.905 23.983 

25 Attack Pattern 25 25.000 24.874 24.321 25.000 24.782 

26 Attack Pattern 26 26.000 25.642 25.872 26.000 26.000 

27 Attack Pattern 27 27.000 26.545 26.123 26.987 26.782 

28 Attack Pattern 28 28.000 27.889 27.872 27.989 27.845 

29 Attack Pattern 29 29.000 28.562 28.762 29.000 28.892 

30 Attack Pattern 30 30.000 29.761 29.032 30.000 29.099 

  MSE 0.20264 0.33222 0.01270 0.2883 
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Figure 3. Actual Vs Predicted Output of Machine learning classifiers  

Table 3 shows the performance of utilized machine learning classifiers against the prediction of attack 

during detection of defects in the design phase. On comparing the performances of classifiers, the Naive 

Bayes classifier achieves the MSE of 0.20264, Support Vector Machine achieves the MSE of 0.33222, k-

NN classifier achieves the MSE of 0.01270 and Decision Tree achieves the MSE of 0.2883. The k-NN 

classifier has the least MSE of 0.01270 and thus the k-NN has been proposed to use in the future work of 

software defect detection mechanisms and its security privileges.   Figure 3 shows the performance analysis 

of the utilized machine learning classifiers with the error rates of the actual and the predicted values.  

 

6. CONCLUSION  

Previous research works have shown that the cost of fixing security flaws in software applications when 

they are deployed is 4–8 times more than when they are discovered early in the SDLC and fixed. For 

instance, it is cheaper and less disruptive to discover design-level vulnerabilities in the design, than during 

implementation or testing, forcing a pricey redesign of pieces of the application. Therefore, integrating 

security into a software design will help tremendously in saving time and money during software 

development.  Therefore, by using the machine learning classifiers in this paper to analyze software design 

for security flaws the efforts of software designers in identifying areas of security weakness in their software 

design will be reinforced. Subsequently, this will enhance the development of secured software applications 

in the software industry especially as software designers often lack the required security expertise. Thus, 

-5

0

5

10

15

20

25

30

35

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

NB SVM k-NN DT



SOFTWARE SECURITY ASSESSMENT IN DESIGN PHASE OF SDLC USING MACHINE LEARNING APPROACH 

 

 S. JEYAPRIYA, Dr. C.REKHA  12 

machine learning classifiers given the right information for its training will also contribute in equipping 

software developers to develop software more securely especially in the area of software design.  
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