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Abstract - Bluetooth technology has become an essential 

part of this modern world where it provides a short distance 

wireless communication between devices and other 

networks with low cost and low power making it convenient 

for the users. Bluetooth is primarily used for establishing 

wireless communication. It allows the user to form ad hoc 

networks to transfer data among a wide variety of devices 

with the speed of 1 mbps. Bluetooth is being excessively 

being used by the people for their daily use. Bluetooth II.  

BLUETOOTH NETWORK   

Bluetooth technology represents an opportunity for the industry 

to deliver wireless solutions that are present across a broad 

range of devices.  

Wireless communications offer organizations and users many 

benefits such as portability and flexibility, increased  
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I.  INTRODUCTON  

Bluetooth was created in 1994, Bluetooth technology was 

considered as a wireless alternative to data cables by 

interchanging data using radio transmissions. It is a short range 

radio link designed to connect portable or fixed electronic 

devices. The effective range, to date, is ten meters. It is a 

combination of software and hardware technology. Bluetooth is 

primarily used for establishing wireless Personal Area 

Networks (PANs) communication. It allows the user to send the 

data among wide variety of devices with the speed of 1 Mbps. 

A security association between two devices can be connected 

manually by pairing i.e. PIN number to each of the devices. As 

Bluetooth technology continues to evolve and improve, as it can 

be used to pair headphones and various other devices for the 

transmission of the data, the security experts continue their 

research with the goal of obtaining information on the 

newest version of the technology to enhance security, and 

develop updated versions.  

A. Point to Point Link: -   

When two Bluetooth enabled devices share 

information or data that is only between sender and the 

receiver is called the point to point link.  

  

B. Piconet Network: -   

When there is a collection of devices paired with each 

other, it forms a small personal area network called 

Piconet. A Piconet consists of a master and at most 

seven active slaves. Each Piconet has its own hopping 

sequence and the master and all slaves share the same 

channel.  

  

C. Ad-hoc or Scatternet Network: -  Two or more piconets 

connected to each other by means of a device 

technology is becoming widespread; the threats to its productivity, and lower installation costs. Wireless local area security 
are also increasing which can be very dangerous to network (WLAN) devices, for instance, allow users to move  
the user’s personal information. Various security modes their laptops from place to place within their offices without the 
should be made use of by the people so as to protect the data need for wires and without losing network connectivity. from 
the third party attacks.   

Bluetooth devices can form three types of networks: - 
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participating in both the piconets, form a Scatternet 

Network. The role of a bridge is to transmit data across 

piconets.  

  

Fig. 1 Scatternet Network  

  

III. THREATS IN BLUETOOTH SECURITY  

The pairing process is a main contributor to security issues 

found in Bluetooth. Attacks can be performed during different 

stages of the pairing process including before the pairing 

process has completed and after devices are paired. For 

example, attackers may be able to carry out Man-in-the-

Middle attacks based on information they collected after 

pairing. Some of the more common attacks on Bluetooth are 

described below:  

-  

A. Man-in-the-Middle Attack: - In this attack when 

messages are relayed between the sender and the 

receiver the third person can read and send the entire 

message between the devices. This enables 

authentication without the shared secret keys.  

B. PIN cracking Attack: - Cracking Attack The attack 

occurs during the device pairing and authentication 

process. An attacker uses a frequency sniffer tool to 

collect the address of the targeted device. A 

bruteforce algorithm is then used to test all PIN 

possible to get the access of the device.   

C. Blue jacking Attack: - During a Blue Jacking attack, 

the attacker sends unsolicited messages to a device 

to trick the user into using an access code. This 

enables the adversary to access files on the targeted 

device. It has a range of 10 m.  

D. Blue snarfing Attack: - This attack involves 

hacking into a mobile phone and stealing the 

data stored in the phone’s memory. During the 

attack, the attacker uses  

a file transfer program used in Bluetooth. This 

enables the attacker to pair with the user’s device.  

E. Denial of service Attack: - This attack can be 

done by a single attacker. This attack can 

disable a network. They also can restrict 

networks accessibility to a larger network. etc.  

   

IV. SECURITY ARCHITECTURE  

Security issues have played a major role in the invention of 

Bluetooth technology. The Bluetooth SIG has put much 

effort into making Bluetooth a secured technology. Several 

security measures have been implemented at different 

protocol levels, but the basic Bluetooth security 

configuration depends on the user’s Bluetooth device, who 

decides about the discoverability and connection options. 

In general, Bluetooth discoverability and connection 

options are divided into three 'modes' of operation, which 

are as follows: -   

A. Silent: - The device will never accept any 

connections. It simply monitors the Bluetooth 

traffic.   

B. Private: - The device cannot be discovered. A 

connection will be accepted only if the Bluetooth 

device address (BD_ADDR) of the device is 

known to the prospective master. A 48-bit 

BD_ADDR is normally unique and it refers 

globally to only one individual Bluetooth device.   

C. Public: - The device can be both discovered and 

connected to.  It is, therefore, called a 

discoverable device.    
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Fig. 2 Bluetooth Protocol Stack  

In addition to these modes, there are also four different security 

modes that a device can implement. These are as follows-   

A. Non-secure: - The Bluetooth device does not initiate 

any security measures.   

B. Service-level enforced security mode: - Two Bluetooth 

devices can establish a non-secure ACL. Security 

procedures are initiated after an L2CAP connection 

oriented or an L2CAP connection-less channel request 

is made.   

C. Link-level enforced security mode: - Security 

procedures are initiated when an ACL link is 

established and before any channel request is made.    

D. Service-level enforced security mode (SSP): - This 

mode is similar to mode 2, except that only Bluetooth 

devices using secure simple pairing (SSP) can use it.    

Bluetooth Network Security is one of the important thing for the 

users as it protects the user data from being misused or from 

being accessed by third party. It provides three basic security 

services: -  

A. Authentication: - Verifying the identity of 

communicating devices based on their Bluetooth 

device address. Bluetooth does not provide native user 

authentication.  

B. Confidentiality: - Protecting information from 

eavesdropping by ensuring that only authorized 

devices can access and view transmitted data.  

C. Authorization: - Allowing the control of resources 

by ensuring that a device is authorized to use a 

service before permitting it to do so.  

  

V. METHODOLOGY  

Bluetooth protocol stack, which can be divided into four 

layers according to their purpose. The Bluetooth protocol 

stack can be used in different levels of security in Bluetooth 

security modes.  

  

Fig. 3 Host Controller Interface Model  

Bluetooth Network Security has the various versions of 

Bluetooth specifications define four security modes. Each 

version of Bluetooth supports some, but not all, of the four 

modes. Each Bluetooth device must operate in one of the 

four modes, which are described below: -  

A. Security Mode 1: -   

It is non-secure. In effect, Bluetooth devices in 

this mode is “Promiscuous” and do not employ 

any mechanisms to prevent other Bluetooth-

enabled from establishing connections.  

B. Security Mode 2: -  

Two Bluetooth devices can establish a non-secure  
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ACL. Security procedures are initiated after an L2CAP 

connection oriented or an L2CAP connectionless 

channel request is made.  

C. Security Mode 3: -   

Also known as Link-level enforced security mode, the 

security procedures are initiated when an ACL link is 

established and before any channel request is made. A 

Bluetooth device initiates security procedures before 

the physical link is fully established. Bluetooth devices 

in Security Mode 3 mandates authentication and 

encryption for all connections to and from the device. 

To generate this key, a pairing procedure is used when 

the two devices communicate for the first time  

  

Fig. 4 PIN Code Encryption Model  

  

D. Security Mode 4: -   

  

Also known as Service-level enforced security 

mode (SSP). This mode is similar to mode 2, 

except that only Bluetooth devices using secure 

simple pairing (SSP) can use it. Secure Simple 

Pairing uses Elliptic Curve Diffie Hellman 

(ECDH) techniques for key exchange and link key 

generation. It is a key agreement protocol that 

allows two parties, each having an elliptic-curve 

public–private key pair, to establish a shared secret 

key over an insecure channel. The key can then be 

used to encrypt subsequent communications using 

a symmetric-key cipher. It is a variant of the 

Diffie–Hellman protocol using ellipticcurve 

cryptography.  

  

VI. CONCLUSION  

The efficient routing of data among nodes in a 

Bluetooth Scatternet sensor network to improve the 

security for surveillance is also studied. Integration of 

point to multipoint Scatternet sensor network with 

hierarchical routing and Dynamic Scheduling 

Technique is introduced together to arrive at reasonable 

results in terms of reliability. In addition, applying the 

multihoming concept with 'hybrid retransmission 

policy' using SCTP in the Scatternet sensor network has 

also been discussed.  

As wireless networking spreads globally, so for any 

organization protecting its confidential data is difficult. 

Present study on wireless protocols, authentication 

procedures, pairing devices, etc. discovered have some 

flaws which increase the risk of security.  

   This Bluetooth Network Security discusses about 

the  

unique way of utilizing this amazing Bluetooth 

technology to achieve efficient ways of 

communication.  

• It also covers up various important topics such as some 

background information related to the Bluetooth 

system, its applications and various security issues 

involved in Bluetooth.  

• It also helps us to understand the various threats and 

the prevention measure that can be used to avoid the 

third party attacks.  

• It also helps us to understand the four modes of 

security in Bluetooth network security.  
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