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Abstract - In the last few decades the world have seen an 

unprecedented period of technological growth and 

information access. Unfortunately, along with the 

technological growth the threats have also increased 

and the awareness and readiness to deal with them have 

not kept pace. According to the latest revision of 

OWASP on 18th August 2014, the  top most three web 

attacks are : SQL Injection , XSS Attacks(Cross-site 

scripting attacks), Weak authentication and session 

management. Cross-site scripting attacks are a leading 

online threat. The aim of this attack is to exploit 

vulnerabilities in the websites we visit. By 

compromising legitimate websites with malicious 

content that can capture keystrokes and record user’s 

login information and password. If the login 

information and password are captured, then the 

personal data could be compromised. Inspired by this 

attack, in this paper we present an overview of XSS 

attacks and its countermeasures. 
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I.   INTRODUCTION 

In today’s life everything is in internet. Web 

application is considered as the backbone of internet 

in which every individual’s daily activity like 

information gathering, e-commerce or any other work 

can be done. Almost all information are available in 

internet through web applications. The business 

applications like e-commerce, transportation, 

banking, etc., are now available as web-based 

applications. The increased demand for web 

applications attracts the attackers who want to exploit 

the vulnerabilities. A survey conducted in 2014 

estimated that 70% of the web applications are at risk 

of being hacked [1][6] and the fact that these 

applications can be accessed from everywhere in the 

globe. Attacker is an individual whose main 

motivation is to obtain confidential and sensitive data 

by performing   malicious activities. There are much 

vulnerability in dynamic web applications. One such 

vulnerability is Cross Site Scripting [2][4]. Ilia 

Kolochenko, CEO of Swiss penetrating testing firm 

High-Tech Bridge, confirmed in email 

correspondence with SCMagazine.com that two XSS 

flaws afflicted one of eBay's sub domains [10].   

    
Figure 1: Sensitive user information accessed by 

the XSS attackers 

Yahoo addressed an XSS flaw which existed in the 

comments section of most of its websites. In figure 1, 

we can see how the sensitive user information like 

credit card details are hacked by the XSS attackers. 

This is because the e-commercial sites allow sellers 
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to use active content like Jscript and Flash on their 

sites which is the main cause for website 

vulnerabilities. Many of the sellers use active content 

like Jscript and Flash to make their product listings 

more attractive but we should be aware that these 

active content may also be used in an abusive ways. 

To address these issues, we have to continuously 

identify and remove malicious content affecting these 

sites, and monitor the active content that the sellers 

use in their items descriptions [5]. 

 

II.   TYPES OF XSS ATTACKS 

The latest revision of OWASP ( Open Web 

Application Security Project ) for the year 2014 

informs that XSS attack is one of the top three attacks 

which exploits the web application and web sites. 

There are three major categories of XSS attacks as 

follows:  

A. Persistent or Stored XSS  

A persistent cross-site scripting vulnerability 

is, when the attacker provides malicious data to the 

web application and is stored permanently on a 

database or some other similar storage. This 

malicious data can at a later date be accessed and 

executed by the victims without filtering or sanitizing 

it. 

B.  Non Persistent or Reflected   XSS 

Reflected XSS takes place when the data 

provided by the attacker is used immediately by the 

web application right away in some response. This is 

what happening in website error messages and search 

results. 

C. DOM based   XSS  

The Document Object Model (DOM) is a method 

for representing and interacting with objects in 

HTML/XML. Browsers work with the DOM; when a 

page is loaded the browser parses the page into an 

object structure. DOM-based XSS occurs in the 

content processing stages performed by the Client. In 

figure 2, a typical XSS attack and how the vulnerable 

server provides a XSS based response to the user is 

depicted. 

 
 

Figure 2: Typical XSS attack 
 

III.   OTHER FLAVORS OF XSS ATTACKS 

D. Blind   XSS  

Blind XSS is one of the flavor of cross site 

scripting (XSS), where the attacker deploys a series 

of malicious payloads on web pages blindly and save 

them to a persistent state like in a database, or in a 

log file. The attacker waits for the payloads to be 

pulled out of storage and rendered on a web page 

loaded by a user. Most of the XSS attacks, which are 

non-persistent, and rely on immediate response pages 

generated from the data input by the attacker in a web 

HTTP query or form. But this Blind XSS is a 

persistent type of XSS that relies on vulnerabilities in 

the code of the target web pages, which allow 

malicious scripts get inserted into the web controls 

and to be saved by the server in a web site file or 

database. These are later without applying any 

sanitization, served to other users as part of HTML 

page responses. 

E. Mutation - XSS (mXSS) 

Mutation-XSS (mXSS) is the new generation of 

XSS attacks. Mutation XSS is a new type of XSS 

attack by Mario Heiderich to describe an XSS vector 

that is mutated from a safe state into an unsafe 

state(unfiltered). The most common form of mXSS is 

from incorrect reads of inner HTML. It is capable of 

bypassing high-end filter systems by utilizing the 

browser and its unknown capabilities. 
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Figure 3:  mXSS attack (Information flow) 

These classes of attack vectors utilize 

performance and enhancement peculiarities present in 

the browsers, which mutate a given HTML string 

before it is rendered [8]. A typical mXSS attack and 

its information flow is given in figure 3. The term 

mXSS (for Mutation-based XSS) to describe this 

class of attacks to disambiguate and distinguish them 

from classic, reflected, persistent and DOM-based 

XSS attacks. 

F.    Various Counter Measures for XSS attack 

The following are some of the existing counter 

measure techniques to mitigate the XSS attacks :  

Reverse proxy technique, Signature based model, 

Robust defense technique, Model based detection 

system, Binding mechanism in the web browser, 

Multi agent scanner, Server side solution, Client side 

solution, Automatic detection or collection system,  

Execution flow based method.  

 

IV.   VARIOUS COUNTER MEASURES FOR XSS 

ATTACKS 

The following section will describe a set of 

mitigation techniques that can be applied by website 

owners, developers, or even users to protect against 

the cause and impact of  XSS attacks.  

1) Countermeasures for Blind XSS attack  

The best cure is to prevent before it attacks, 

therefore the most effective way is to review the code 

and ensure that the user input is properly sanitized. If 

it is not done then there is a risk that user input does 

not get scraped of any scripting tags before being 

saved to storage or served to the browser and 

consequently the web application or web site might  

 

be vulnerable to Blind XSS attacks, which won’t be 

exposed while scanning. It is good coding practice 

to never trust data provided by the user. In order to 

eliminate all these risks we need to implement 

sanitization of the user input before it gets stored 
and when data is read from storage, before it is sent 

to the user’s browser. Also we can use a specialized 

tool that performs innocuous penetration testing[3], 

which apart from detecting the XSS vulnerabilities, 

should also include the ability to detect Blind XSS 

vulnerabilities which might not expose themselves in 

the web application being scanned[7]. The difficulty 

in detecting Blind XSS without a code review comes 

from the fact that this type of attack does not rely on 

vulnerabilities in the third party web server 

technology or web browser, and therefore Blind XSS 

attacks are even more difficult to detect since the 

payload is executed on a completely different web 

application than where it was injected. 

2) Countermeasures for mXSS attack  

The problems such as the back tick - mutation 

still affect the HTML Purifier as well as Blueprint 

and Google Caja, they have only just been addressed 

successfully by the OWASP Java HTML Sanitizer 

Project 4. The class of mXSS attacks poses a major 

challenge for server-side XSS filters[9]. To 

completely mitigate these attacks, we would have to 

simulate the mutation effects of the major browser 

families in hopes of determining whether a given 

string may be an mXSS vector. 

                             V.   CONCLUSION 

Web application security is a serious issue 

like network security and it cannot be neglected. In 

this paper we addressed the best counter measure 

techniques to mitigate the XSS attacks. Online 

business and transactions are most affected by web 

application vulnerabilities. Due to lack of security, 

attackers always prefer to attack web applications. 

The main problem is that most of the web 

applications do not test the desktop software. 

Therefore there is always a growing concern for 

security. These applications must support all different 

browsers and operating systems which demand high 

security and better code writing. We have to be very 

cautious about the data we enter in an application as 

it has the probability of getting copied or misused. 

We must include security in the coding and never 

assume that we would always get the correct input. 

There must be a way to deal with the unexpected 

input from a browser, unhandled error messages, 
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unchecked database call. In order to secure our web 

applications we must be aware about the above said 

attacks and should be prepared for any kind of new 

attacks.  
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