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ABSTRACT: 

Many Developers are concentrating on research related to the cloud security techniques 

and measures have been intended to safeguard the cloud but nevertheless cloud security is 

at a high risk due to the innovative hacking techniques. This research paper addresses 

cloud security in regards to three aspects to conclude the guidelines for improved cloud 

security. This research follows a three layered research approach whereas each layer´s 

outcome is directly affecting the investigations into the subsequent layers. At first, the 

structure and mechanism of the cloud security measures will be explored, for example, the 

use of firewalls, private cloud, encryption/decryption algorithms, digital signatures and the 

protection against DOS attacks. 

MAIN CONCEPT: 

The anonymous use of internet is turning into a very threatening element for information security. The 

reason behind this anonymity is the frail registration routines of internet accounts either for email or 

for cloud computing [1]. Everyone with a fake email address and a name which is not usually certified 

can launch a Trojan or malware attack from anywhere [2]. With the provision of IP spoofing 

techniques, anonymity is growing rapidly over the internet. Zeus botnet and InfoStealer are very 

prominent Trojans attacks which were the fallouts of the anonymous usage model of internet [3]. 

Over the past few years, both nongovernmental and governmental bodies raised their voices to 

legislate the requirement of a foolproof identity verification system for the use of the internet.As per 

[4] came up with a user identity management protocol that should be used in cloud paradigm to certify 

the cloud users  ́ identity. They suggested considering several aspects in their identity management 

protocol, these aspects are authentication, authorization, auditing, confidentiality, integrity, 

availability and non-repudiation [4]. This anonymity is also trustily associated with the cloud security; 

within this research project, it has a direct impact on the research sub-question linked to anonymous 

usage model of cloud computing. The threats attached to the anonymous usage model of internet are 

also attached to the cloud security as well. The reason is that a blend of anonymity usage model with 

high-tech compute intensive resources can result in more hazardous effects on cloud security [5]. 
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REGARDING INFORMATION SECURITY ON THE CLOUD: 

Information security Information security is widely discussed area of internet research due to the 

major role it plays in the success of any IT system. As per [6] described information security as “No 

matter what the information involves, whether it is customer records or confidential documentation, 

there are many threats that make information vulnerable. Information security therefore needs to be 

implemented and managed within the organization to ensure that the information is kept safe and 

secure”. According to [7] the role of the information security is to safeguard the IT systems from 

security threats such as unauthorized access, data loss and data violations. They proposed a four point 

procedure to ensure information security in electronic systems. These points include authenticity 

confidentiality, integrity and availability. The most important type of information security is the IT 

security which involves protecting the IT systems against all types of malware, viruses, denial of 

service attacks, phishing scams, spamming and unauthorized remote access [8]. Usually the terms; 

malware, virus, worm and Trojan are mixed together because of the misconceptions about the 

differences between these terms, although these are all technically different. A malware is a piece of 

code or script which is used to harm the computer to disturb its functionality and to get sensitive data 

[9]. Malware is actually all-inclusive term which includes viruses, adware, Trojans, spyware and 

worm. A virus is a piece of program which copies itself to spread itself and to infect as many systems 

as possible. A virus is transferred when an infected file is accessed in any way and on any medium 

which includes LAN, WAN and the internet. A spyware is a program which is used to steal victims  ́

information and to send that sensitive information to the creator of the spyware. Usually spyware does 

not affect your computer in a destructive way rather than keep on sending your private information 

without your permission and knowledge hence, as a result, can damage you financially and socially. 

The most dangerous type of malicious tool is Trojans [9]. These programs create a backdoor that is 

then used to remotely access the systems. Once the backdoor is operational, the infected system is in 

the control of the attacker. The infected systems can come under a denial of service attack, proxy 

attack, spamming, key logging and any other type of virus can be installed onto the system as the 

infected systems is accessible remotely to the attacker. Computer worms spread themselves through 

networks, PC to PC connections and email attachments. To ensure the IT security, countless 

procedures and tools are in use to fight back upcoming security threats. These measures include 

antivirus, firewalls and the use of digital signatures. 

ARCHITECTURE OF A CLOUD: 

 The architecture of a cloud refers to the elementary components that should be the part of a cloud to 

make it capable to deliver its services to end-users [10]. Although every cloud may possess a 

dissimilar architecture because the architecture it possesses depends on the services that it is going to 

deliver. An archetypal cloud can be alienated into three layers to comprehend the cloud underlying 

architecture. These layers are interface layers, middle level layers and the hardware layers [11]. A 

hardware layer comprises of servers, switches, routers, storage devices, data centres, and memory and 

load balancers [10]. This layer is actually the victim of permanent denial of service attacks which 

result in Overclocking, flashing and overvolting of hardware components [12]. The first research sub-

question deals with these issues however the middle level layer is formed of the components that are 

obligatory to manage and optimize the physical resources of a cloud. These components include 

virtualization utilities, hypervisors and tools used to scale the hardware resources. The interface/client 

layer components include APIs, web interface, command line tools and dynamic linked libraries [11]. 

This layer is the access point of a cloud and is extraordinarily vulnerable to security threats as it is the 
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exposed access point of a cloud. A great deal of research is taken to make this layer safer without 

compromising the ease of use [13]. 

CONCLUSIONS: 

This conceptual oriented analysis helped in revealing the security issues and their solutions.Based on 

these research examinations such as affect of attacks on the cloud information security and also on the 

cloud components it is evident that there is so much research is required to improve the cloud security 

to challenge the innovate cyber attacks. 
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