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ABSTRACT 

Network Address Translation (NAT) is a network device used to allocate public address to a group 

of computers within a private network. NAT allows single public address to be used by hundreds of 

users. Network technology has led to various security threats. Firewall plays a vital role in 

minimizing the security threats against the network. Firewall minimizes the occurrence of 

unwanted network traffic by filtering the incoming and outgoing traffic based on a set of user-

defined rules. It mainly uses IPTables for contrasting the network traffic against a set of rules. 

Firewall determines the destiny of incoming and outgoing packets in the network. IPTables is used 

as a rule-based firewall that enables the administrator to setup the tables provided by the Linux 

firewall. Port Forwarding involves forwarding of requests from a specific port to another port. Port 

Forwarding can be done using SSH and IPTables. The paper concentrates on implementation of 

port forwarding using IPTables. It proposes a procedure to forward ports to hosts using IPTables 

behind a firewall by utilizing the NAT techniques. 
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 [1] INTRODUCTION 

 
 Firewall is a network security system used to control and monitor the incoming network 

traffic. It acts as barrier between internal network, which may be secure and trusted and external 

network, which may be insecure. Firewalls are used to validate the access, control the network traffic 

and act as an intermediary between networks. It plays a vital role not only in enterprise networks, but 

also in small and home networks, due to increasing risk of network attacks. For filtering undesirable 

network traffic passing or halting from the secured network, filtering decisions must be taken 

according to a set of ordered rules based on security policy requirements [1]. 

NAT (Network Address Translation) is a web standard that permits a Local-Area Network (LAN) to 

utilise a set of IP addresses for interior traffic and a set of addresses for outside traffic. It is mainly 

used for crumpling packets for associating the PCs to web by Router. NAT can also be used for 

connecting the computers to internet by Router. It preserves the number of public addresses which 

are used within the organization. It allows private IP networks that use unspecified IP addresses to 

connect to the network. Router can be used as a firewall to guard the network and to allow only 

authorized device to acquire the computers running on local computers. Unauthorized accessing of 

internet network can be reduced when  
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router is used as a firewall. Security can be improved by reusing IP addresses in NAT [1]. External 

IP’s can be specified using NAT for workstations or other computers which require special access 

outside the network. A host that administers NAT has access to one or more networks and is 

formatted to route traffic between them. Port Forwarding is a progression of activities for sending 

demands on a particular port to another host, system or port. It is used to separate network traffic, 

improve the speed of the network and to permanently allocate a network path for a protocol or 

network service. Process of identifying and transferring network packets to a destination port can be 

automated by port forwarding, which is implemented at a gateway router. Port mapping is an 

implementation of Network Address Translation (NAT) that redirects a communication request from 

one addresses and port number to another. 

 
A. IPTables 

 

IPTables is a user-oriented application provided by Linux Kernel. IPTables are mainly used to set-

up, maintain and examine the tables of IP packet. It can be used as a packet filter and firewall to 

analyse traffic based on ports and protocol. Different protocols can be used for IPTables such as 

iptables for IPV4 and ip6tables for IPV6. It uses the notion of chains to manage the network traffic. 

Network traffic can be checked using iptables by placing rules into chains. Decisions are made 

whether the packets should be accepted or dropped. The actions performed by iptables are known as 

targets. IPTables contain 4 built-in tables namely, Filter, NAT, Raw and Mangle Table [2]. 

 Filter Table: This is one of the highly deployed table in the iptables firewall. It can be used 

for normal filtering of traffic built on rules defined by the user such as accept and reject. 

 NAT Table: This table contains rules based on Network Address Translation (NAT). 

 Raw Table: This table can be primarily employed to add “No Connection” tracking rules to 

the packets. 

 Mangle Table: This table contains rules to modify the packets according to the user’s 

criteria. It is used to modify the IP headers of the packet and to alter the QoS bits in the TCP 

header. 

IPTables consists of built-in Chains which contain multiple rules defined for packets. 

 Input Chain: This Chain is used for packets which are coming to firewall and are destined 

to the local server. 

 Output Chain: This Chain is used for packets which are coming from firewall and are 

initiated from the local server. 

 Forward Chain: This Chain is used for packets which are routed through the local server. It 

is applicable when the computer is used as a router. 

 Post-Routing Chain: This Chain is used for converting the Source Internet Protocol address 

of the packets to match the routing on the destination server. Packets are altered after 

routing. This Chain is employed in SNAT (Source Network Address Translation). 

 Pre-Routing Chain: This Chain is used for converting the Destination IP address of the 

packets to match the routing on the local server. Packets are altered before routing. This 

Chain is employed in DNAT (Destination Network Address Translation). 
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Fig 1. IPTables Architecture 

 
IPTables Rules maintain a standard and target. The guidelines determined in the objective are 

executed if the criteria are coordinated [2]. It proceeds with the next rule if the criteria cannot be 

matched. The possible special values that can be stated in the target are: 

 DROP: Packet will be dropped from the firewall. 

 ACCEPT: Packet will be accepted by the firewall. 

 QUEUE: Packet will be moved from firewall to the user space. 

 RETURN: The execution of the rules will be terminated by the firewall in the current chain 

for a packet. 

 

B. Guidelines for Firewall 

 

A Firewall is used for enabling network security by filtering the network traffic deployed on a set of 

user-defined rules. Firewalls can be classified into three basic types: 

 Stateless Firewalls: These firewalls are used for examining the individual packets in 

isolation. The packets are forwarded based on the headers present in the individual packets. 

 Stateful Firewalls: These firewalls are used for verifying the connection state of the 

packets. Firewall rules are applied to the traffic after gathering the packets from different 

sources. They are more resilient when compared to Stateless Firewalls. 
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 Application Firewalls: These firewalls are used for examining the data being transmitted to 

allow firewall rules to be matched against the related network traffic that are specific to 

individual applications. 

Firewall Rules are deployed for determining the specific type of the network traffic. The parameters 

used in Firewall Rules include: 

 IP Address: This parameter specifies the source and destination IP addresses of the packet. 

It can be specified as a Single IP or a Network IP. 

 Protocol: This parameter specifies whether the protocol used for forwarding the packets is 

TCP, UDP or ICMP. 

 

[2] PORT FORWARDING MECHANISMS 

 
Port Forwarding is responsible for connecting remote computers with a specific computer or service 

within a private Local Area Network (LAN). It employs Network Address Translation (NAT) 

mechanism to redirect a request from a combination of address and port number to another 

combination of address and port number. Port Forwarding can be done in two ways: 

 

A. Port Forwarding using SSH 

 

Secure Shell (SSH) protocol is responsible for providing authentication to the encrypted data and 

allows communication between two computers which are connected over an Internet. Ports can be 

forwarded using SSH in three ways [3]. 

 Local Port Forwarding: It is used when the port must be accessed from the local host only. 

For instance, association with the database reassure permits just nearby association for 

security reasons. The beneath precedent advances the nearby port 9000 to port 5432 on the 

server. 

 

ssh -L 9000:localhost:5432 abc@example.com 

 

 
Fig 2 Local Port Forwarding 

 
 Remote Port Forwarding: It uses another computer which can be accessed publicly and 

should have SSH access to it. It sends the traffic from the port on the server to the local 

computer, which is then forwarded to the destination computer. The connection to the Secure 

Shell is established by listening to the socket using the specified listening port. The Secure 

Shell server is responsible for receiving data, encrypting it and then forwarding it via the 
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SSH tunnels to the SSH Server. The beneath example advances the traffic from the server on 

port 9000 to the neighbourhood machine on the port 3000 [2]. 

 

ssh -R 9000:localhost:3000 xyz@example.com 

 

 

 
Fig 3 Remote Port Forwarding 

 
 Dynamic Port Forwarding: It is used to configure one local port data tunnelling to all 

remote destinations. The SSH Client generates a SOCKS proxy to forward the traffic from 

the local computer to its destination through the SSH server. It is used to bypass the local 

network restrictions and monitoring the services. Proxy-chains are used to enable interfaces 

with the SOCKS tunnel by piping all the data received by the application to push out the data 

to the network. 

 

ssh -D 9000 abc@example.com 

 

 
 

Fig 4 Dynamic Port Forwarding 
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B. Port Forwarding using IPTables 

 

Iptables provide a generic table structure for network filtering. It is primarily utilised for structuring 

firewalls to handle packets based on the idea of the packet’s movement and stores all the packets in 

its inherent “table”. Each standard within an IP table comprises of various classifiers (iptables 

matches) and one connected action (iptables target). Clients can construct extremely amazing 

firewall dependent on iptables which handles packets dependent on the sort of bundle action. It 

provides various functionalities at the Kernel level such as forwarding the packets, setting up 

communication between 2 interfaces of firewall system and configuring the Network Address 

Translation rules to ensure the packets are routed properly. Port Forwarding is responsible for 

enabling remote computers connect to a specific computer within a private network such as local 

area network (LAN) [3]. 

 

 
Fig 5 Port Forwarding using IPTables 

 
The main objective of port forwarding is to authorize clients to connect to a trusted server which acts 

as an intermediary for sending or receiving data. Port Forwarding can be implemented using SSH 

and iptables. The paper concentrates on the implementation of Port Forwarding using iptables. The 

implementation requires 2 Ubuntu hosts with private networking enabled. Each of these machines 

requires non-root user account with “sudo” privileges. The first host will act as Firewall for the 

private network and the second host will act as Web-Server, which can only be accessed through its 

private interface. The interface shown in Fig 6 will be the interface connected to the default gateway 

[4]. 
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Figure 6 Host Details 

 
A. SSH Authentication 

 

SSH key sets are two cryptographically secure keys that can be utilized to verify a customer with 

SSH server. Each key pair comprises of a public key and a private key. The private key is held by the 

customer and ought to be kept totally secret. Any trade off of the private key will enable the 

aggressor to sign into servers that are designed with the related open key without extra confirmation. 

The public key can be utilized to encode messages that just the private key can decode. At the point 

when a customer endeavours to validate utilizing SSH keys, the server can test the customer on 

whether they are in control of the private key. On the off chance that the customer can demonstrate 

that it claims the private key, a shell session is produced, or the mentioned direction is executed [5]. 

The private key is kept inside a confined catalog. The SSH customer won't perceive private keys that 

are not kept in confined catalogs. Authentication is provided to each of these machines using SSH 

(Secure Shell) protocol. Root privileges are applied to the hosts to run commands with administrative 

privileges. Hosts are secured by providing public-key authentication to the new users. The new users 

are added to the sudo group. SSH key-pairs are generated on each of the machines to enable 

authentication between the hosts. The passphrase is left blank to enable the use of private key for 

authentication without the need for entering the passphrase for login. The public key is copied to the 

server using the “ssh-copy-id” command. SSH Daemon is configured to restrict remote SSH access 

to the root account. The public key is transferred to a remote server that you need to have the option 

to sign into with SSH. The key is added to an uncommon document inside the client account. 
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Fig 7 SSH Authentication 

 

B. Configure the Web-Server 

 

The Web Server should contain a non-root user account as the root account cannot be used on a 

regular basis. The first machine is configured as Firewall and the second host is configured as 

Web Server. The steps involved in configuring the Web Server include: 

 Step 1: Install NGINX on the host to ensure that it listens only to its private interface. This 

function is added to ensure that the Web Server will be available only when the port 

forwarding is correctly configured. 

 Step 2: Check the network restriction specified in the Web Server by accessing it from the 

firewall host using the private interface. When the server is accessed from public interface, it 

should specify “Connection refused” message. 
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Fig 8 Verification of Network Restriction 

 

 
C. Configure the Basic Firewall 

 

The Firewall should contain a non-root user account like that of Web Server. It is used to construct 

rules and policies that invoke traffic restrictions on the network. The steps involved in configuring 

the Basic Firewall for port forwarding includes: 

 Step 1: Install the “iptables-persistent” package in the Firewall host to enable saving of the 

rule-sets and use it automatically after boot. 

 Step 2: Rules can be implemented using IPTables. Rules are written for both IPV4 and 

IPV6. It consists of filtering rules to allow all outgoing traffic and to drop the incoming 

packets by default. A new TCP connection can be established by allowing only the new 

SYN packets. 

 Step 3: Create Protocol-specific chains to store the rules for user-defined services that create 

exceptions to the deny policy. Exception is created to accept all the traffic that is a segment 

of an established connection or related to the established connection. 

 Step 4: Create rules to allow all the traffic coming from the local loopback interface. It is 

mainly used by the servers on the host to transmit information with one another. 

 Step 5: All the invalid packets must be denied as they may contain malicious information. 

Examples for invalid packets include malformed packets and the connections that do not 

exist. 

 Step 6: Create Jump Rules to the Protocol-specific chains to direct traffic in the INPUT 

chain. The INPUT chain is responsible for processing all the packets directed to the server. 

 

 Step 7: Packets are rejected if they do not match with the rules specified in the protocol-

specific chain. The incoming traffic is denied by using the REJECT command which 

forwards a response to the client. 
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Fig 9 Iptables Ruleset 

 

 
D. Implementation of Port Forwarding 

 

The Firewall should be configured to forward the traffic from public interface to the private interface 

on port 80. In the Firewall host, the FORWARD chain is used to accept new connections from public 

interface on port 80. The new connections are determined by the “conntrack” extension [5]. 

 Step 1: Network Address Translation (NAT) rules are added to the IPTables to ensure that 

the packets are directed properly. The rules are used to instruct IPTables on how the traffic 

must be routed. The process involves two operations to be performed by IPTables to alter the 

packets correctly. 

o Destination NAT (DNAT): This operation is performed in the PREROUTING 

chain of the NAT table. It is used to manipulate the packet’s destination address 

to ensure that the packets are routed properly through the networks. 

o Source NAT (SNAT): This operation is performed in the POSTROUTING 

chain of the NAT table. It is used to manipulate the packet’s source address to 

ensure that the packets are routed correctly to the Web-Server. 

 Step 2: Permanent Ruleset must be adjusted to enable port forwarding. Guidelines are 

composed to empower interpretation of solicitations for port 80 of the open interface to 

guarantee that the port is effectively sent to the Webserver utilizing the private  

 

interface. The FILTER table has to be adjusted for forwarding the rules through port 80 [6]. It is used 

to allow all outgoing traffic and to discard incoming and forwarding packets by default. The traffic 

should be passed only through the protocol-specific chains. 
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Fig 10 Permanent Ruleset 

 

 
[3] EXPERIMENTAL RESULTS 
 

Port forwarding using IPTables involves translation of requests for port 80 of the public interface to 

ensure that the ports are forwarded correctly to the web server using its private interface. Traffic is 

passed through the protocol-specific chains to allow only the new connections which are already 

established. Netcat is a computer networking utility for reading from and writing to network 

connections using TCP or UDP. It is designed to be a reliable "back-end" tool that can be used 

directly or driven by other programs and scripts. It is used for checking whether the port forwarding 

is enabled between the two hosts [7]. 

 

Port forwarding requires two conditions to be satisfied. 

 An application on local computer must open the port and wait for connections. 

 A machine from the outer network must try to connect to this port number via the router. 

 

 

 

 
 

Fig 11 Result 
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[4] CONCLUSION 

 
Port Forwarding is a procedure that includes sending at the kernel level, setting up access to permit 

sending of the port’s traffic between two interfaces on the firewall framework, and arranging the 

NAT rules to decide with the goal that the packets can be steered effectively. The implementation 

uses two hosts namely, the firewall and the webserver to enable port forwarding. IPTables are used 

to forward ports to hosts behind a firewall by using NAT techniques. Individual rules are added to 

the IPTable to enable access to specific services. NAT rules are added to direct packets to proper 

destination. Port forwarding can be done on different ports to test the connectivity between the 

public and private interface. The implementation mainly focuses on port 80 for all the transmission 

between the Web-Server and the Firewall. 
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